HARDWARE SECURITY SOLUTION

DIGITAL PATHWAYS DEFENDER 5000



Overview:



This application note facilitates the integration of the Digital Pathways Defender 5000 with a WinFrame Server and client software. 



	The Defender 5000 is a hardware-resident data communications security device that protects dial-up access to networks and host computers.  Defender 5000 verifies that users have authorization and access privileges when users enter Ids, passwords and personal identifiers.  The Defender 5000 supports three modes of operation: callback, direct dial in, and network dial out. 



There are two main ways to use the Defender with WinFrame, ICA dial in and WinFrame configured with RAS.  The Defender 5000 allows dial out and call back with RAS and Winstations respectively. The Defender 5000 system is composed of two major elements:





The Defender 5000(hardware), which is a highly secure communications controller that connects and disconnects the input / output lines to the protected host computer



SNK Disk, a software solution on the client which optimizes security by allowing access to the host with a floppy configured for that specific users login name, password and an encrypted algorithm password identical to the users records on the Defender 5000).��NOTE: There is also a hardware SecurNet Key solution where the user does not need the floppy, but in turn has a hand held calculator like device to help decipher the SNK challenge response from the Defender 5000 host.







Requirements

	

Software Requirements:



WinFrame Server software version 1.5 or higher



WinFrame Client Software build 62  or higher.



Digital Pathways Super Administrative software version 2.07



Digital Pathways WinSNK software user disk for DOS and Windows versions; WinSNK 1.21, Filter 1.20, and Driver 1.20 or higher �

Hardware Requirements:



A WinFrame Server with a modem, configured  as per the Installation  manual.



A Digital Pathways Defender 5000 configured as per the installation manual.



A client machine with a modem.�

Digital Pathways Hardware SecureNet Key (not required if using a WinSNK user disk).

�

Using Digital Pathways Hardware with 

Citrix WinFrame ICA Connections



Installation�

There are two asynchronous connectivity scenarios for using an ICA connection to a WinFrame Server. �

Modem Dial-in  to a WinFrame Server via the Defender 5000.� 

Direct connect to a WinFrame Server via the Defender 5000.��Note: WinFrame Clients have not always had  asynchronous connectivity.  Below is a table listing the asynchronous connectivity options for ICA clients and the build numbers which support asynchronous connectivity.  

�  WinFrame Clients with  Asynchronous connectivity 



�DOS client�Windows 16-bit client�Windows 32-bit client��Direct connect�build 62 or higher�build 67 or higher�build 67 or higher��Modem Dial-in�build 62 or higher�build 67 or higher�build 67 or higher��

Modem Dial-in ICA



Considering a Winstation is properly configured on the WinFrame Server and a remote ICA client is able to dial into the Winstation and run a remote control session, do the following to integrate the WinFrame server with the Defender 5000:

	

With the Configuration Utility of the WinFrame server, set the Winstation above to “Connect on DCD”  �

Connect the host modem to a modem port on the Defender 5000 via a modem cable.



Connect the Winstation com port to the Defender 5000 host port via a modem cable.



Configure the host port of the Defender 5000 with SNK security checking disabled. �

Note:  For installation purposes, you may wish to disable SNK Security.   After a proper connection is made to the host through the Defender, go back and configure your client SNK disk and host using SNK security enabled.



From the administration terminal used to configure your defender 5000, login as a Defender 5000 administrator�

Under the Status/box  menu of the Defender 5000, select the proper board and channel you are going to use for your connection.  



Configure this channel with the following parameters:



Program:�DC (Direct Connect)��Modem Type :�OPTIONS 0-9 (Select the proper modem type you are using on the host end.)��Host Name:�A-Z (this is the host name assigned for security purpose. The letter designated here must also be used in each users individual record under their “ [4] OK Hosts” menu)

��Init Rate:�Equal to the Baud setting of the dial in modem and the WinFrame ICA Winstation��

Run the WinFrame DOS ICA client on the remote client machine . 



In the ICA WinFrame client, select the correctly configured entry from above the was previously connected to the WinFrame host. 



Dial in to the WinFrame Host.�

Press <enter> a few times to receive a login prompt for the Defender.  Enter the proper username and password that has proper security privileges to the host/modem port of the Defender. 



Continue  logging-in to the WinFrame ICA dial in Winstation with your WinFrame password.



Direct Connect ICA 



Considering a Winstation is properly configured on the WinFrame Server and a direct connect ICA client is able to connect into a Winstation and run a remote control session, do the following to integrate the WinFrame server with the Defender 5000 for a Direct asynchronous connection:

	

With the Configuration Utility of the WinFrame server, set the Winstation above to “Connect on DCD”  �

Connect the com port of the client machine to a modem port on the Defender 5000 via a null modem cable 



Connect the host port of the Defender 5000 to the WinFrame Server Winstation com port specified above.�

Configure the host port of the Defender 5000 with SNK security checking disabled.



Note:  For installation purposes, you may wish to disable SNK Security within the Defender 5000.   After a proper connection is made to the host through the Defender, go back and configure your client SNK disk and host using SNK security enabled.



From the administration terminal used to configure your defender 5000, login as a Defender 5000 administrator.�

Under the Status/box  menu of the Defender 5000, select the proper board and channel you are going to use for your connection.  



Configure this channel with the following parameters:



Program:�DC (Direct Connect)��Modem Type :�OPTIONS 0-9 (Select the proper modem type you are using on the host end.)��Host Name:�A-Z (this is the host name assigned for security purpose. The letter designated here must also be used in each users individual record under their “ [4] OK Hosts” menu)

��Init Rate:�Equal to the Baud setting of the dial in modem and the WinFrame ICA Winstation��

			

Run the WinFrame DOS ICA client on the remote client machine . 



In the ICA WinFrame client, select the correctly configured entry from above that was previously connected to the WinFrame host. 



Connect to the WinFrame Host.�

Press <enter> a few times to receive a login prompt for the Defender.  Enter the proper username and password that has proper security privileges to that specific Defender port. 



Continue  logging-in to the WinFrame ICA Winstation with your WinFrame password.





Direct Connect And Modem Dial-in Usage With SNK Checking



Configure an SNK user disk and the Defender 5000 for a specific user to have  access privileges to the designated host/modem port as outlined per the installation manual.�

Configure the defender 5000 for SNK security checking enabled for the Defender host port.�

Run the remote DOS or WINDOWS SNK security TSR  that is supplied with the Defender 5000 on the remote  client  machine (SNK.EXE /V). �

Run the WinFrame ICA client on the remote client machine . 



In the ICA WinFrame client, select the correctly configured entry from above the was previously connect to the WinFrame host. 



Dial or Connect to the WinFrame Host.�

Once you are connected press <enter> and enter your valid username and password for the Defender 5000. If you are using the right version of SNK software, the SNK challenge will automatically be echoed. 



Continue  logging-in to the WinFrame ICA Winstation with your WinFrame password.

�

Using Digital Pathways Hardware with Citrix WinFrame RAS 



Possible Connectivity options.



	Below is a chart listing connectivity options for the various WinFrame clients and their compatibility with remote node dial in connections.  The listing across the top row indicates the WinFrame client being used to run a remote control session.  The listing along the left-hand column identifies the dial up client being used.  



NOTE: For the RAS configurations, a dial up connection to a RAS server must be established first. This is called a remote node connection.  Then, a WinFrame client can be used to connect to a WinFrame Server over the dial up connection.  This is called a remote control session.



	

�



RAS Connectivity and Transport Options Chart



                          Remote Control Client Software

��Client for DOS�Client for Windows 16bit�Client for Windows 32bit���Windows 3.1 RAS�NO�NETBIOS�NO��Remote Node Client Software�Citrix WinFrame 1.5x or Windows NT 3.5x RAS�NO�NO�NETBIOS

IPX/SPX

TCP/IP

���Windows 95 Dial up Networking�NO�NO�NETBIOS

IPX/SPX

TCP/IP���WinFrame Dial up Manager for DOS�IPX/SPX

TCP/IP�IPX/SPX

TCPIP

�NO���WinFrame Dial up Manager for Windows 3.1x�NO� IPX/SPX

TCP/IP�NO��

Installation



Set up a remote node client from above to dial in and make a connection to a WinFrame RAS Server without the Digital Pathways product connected. This is to assure proper security and configuration settings.  Next, run the proper Remote Control Software provided by WinFrame to assure a proper Connection to the WinFrame Server. Please Consult the proper Winframe documentation for settings and installation. �

Note: When RAS is installed and configured, you still must go into RAS Admin and enable dial in access for each user.





A.  WinFrame RAS Server Configuration:



Since RAS is running you must shut it down before you can continue on with the next step.  This can be done in RAS Admin Icon under Server/Stop remote access service�

With a text editor, Edit the modem.inf file located in <WinDir>\system32\ras.   Find the section with the specific modem you are using  and set the “MAXCONNECTBPS=” to match the speed of  your modem and channel baud-rate of the DEFENDER 5000.  This is also your maximum baud-rate for the dial in remote node software you are using.

�Note: In the Defender 5000 the channel baud-rate  is located in status/box menu and designated as rate when the particular host port is highlighted. You will need to set this when you get to that part of the installation.  For now it can be left alone.



Reboot your system for these changes to take effect.



Connect  and configure modems and clients as per the WinFrame installation manual. 



On the remote computer, you now have a proper remote node client and a remote control client configured for a proper connection to a WinFrame Server. Test this again now and then If It does not work go back and change the modem.inf until a proper baud-rate is chosen and a connection is made. Continue on and implement the Defender 5000 into the installation if everything is still okay at this point.



B.  Defender 5000 Configuration:



Using  a modem or straight-through cable, connect the DEFENDER 5000 between the WinFrame host serial port, and the host modem as outlined in the DEFENDER 5000 installation manual. 



Please contact Digital Pathways for a Lingo script file (NT-RAS35.LNG) which was written to allow the WinFrame remote access host to communicate to the modem via the Defender 5000 for modem initialization.. This file will have to be uploaded into The Defender. This file must also be edited for a modem type and Digital Pathways should be consulted for the proper modification.



Once the script is installed for a specific modem type, reboot the Defender and configure the host port that will be used.�

Temporarily disable SNK checking and once the system is configured properly, go back and enable it in your Defender 5000 for the specific class of users.

Configure the Defender host port with the follow settings:

�

Program:�DC (Direct Connect).��Modem Type :�OPTIONS 0-9 (Select the proper modem type you are using on the host end.) Note The NT-RAS35.LNG script file points to a specific modem, so if this is changed then so must your lingo script file.��Host Name:�A-Z (this is the host name assigned for security purpose. The letter designated here must also be used in each users individual record under their “ [4] OK Hosts” menu).

��Init Rate:�Equal to the Baud setting of the dial in remote node client and the maxconnectbps setting you selected in you modem.inf file from above.��

Remote node and remote control client connection



Connect  and configure modems and clients as per the WinFrame installation manual. 



Dial into the RAS port with a remote node client with the following settings.  

	

Terminal mode on connect  �Enabled��Baud-rate �Equal to the channel baud rate settings of the Defender 5000 and WinFrame RAS host.�Note: This baud-rate cannot exceed the baud speed of the host modem or remote modem.��Protocol�IPX/TCP/NETBIOS�����

Press <enter> twice to receive a log-in prompt for the Defender 5000.�

Enter the Defender 5000 user-name and password.�

You have now passed defender security and are now connected to the WinFrame RAS host.�

If you have entered your WinFrame user-name and password in you Dial up remote node client, you will be authenticated and logged on to the network automatically.  If not, Enter it now.�

Depending on what protocol you are using, Do a Ping (TCPIP), Net Use (Netbios), or Slist (ipx/spx) to verify that you are connected to the network properly.� 

Note:  If your remote workstation has a network connection, unplug it temporarily to verify that the network connection is actually from the modem.� 

Depending on what protocol you are using, Do a Ping (TCPIP), Net Use (Netbios), or Slist (ipx/spx) to verify that you are connected to the network properly.�

 Run the remote control client previously and establish a remote control session.



You may now go back and enable SNK password checking on the Defender.  On the client end you must run you SNK client software before you dial up with you remote node client. Be sure to use a /v option when running �EX.  SSNK /v



Notes:

	Please make sure you are using the correct versions of the DOS SNK and the WINSNK programs.




